MULTILAYERED

SECURITY

Guidebook




SECURE WHAT MATTERS

-~ -~ = - dpMpMIvd - - = 1 I -~ - I
tracking and response into a continuous view of the environment.

Flir's multilayered approach ensures not just stronger protection but greater confidence.
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DETECT >>

reduce false alarms.

This means detection is no longer reactive;
it is proactive, intelligent and precise.

“We offer different layers of short,
mid and long-range detection ...
with different types of technologies;
radar, thermal cameras, visible
cameras and connectivity with
pan tilt zoom cameras”.

—Michael Deruytter,
Director of Product Management

3x Unidentified presence detected




“Norman Y. Mineta San Jose International Airport has used

Flir cameras and Latitude products for many years. We

appreciate our Flir end-to-end solution and the ahility to

expand our current camera system with new perimeter

camelzras &z fzr'lhance ulur currtlant V":!EU munltu.rln% and Westchester County Airport ([HPN] added Flir thermal
provide additional perimeter intrusion detection. cameras to their security setup to clearly detect people,
—Bob Lockhart, vehicles, aircraft and infrastructure in total darkness.

Deputy Director of Operations



https://www.flir.com/en-gb/products/fcb-series-ai/
https://www.flir.com/products/elara-r190-radar/
https://www.flir.com/en-gb/products/quasar-cb-6505-11-ia/
https://www.flir.com/en-gb/products/quasar-cb-6505-11-ia/

IDENTIFY >>

time and fewer unnecessary escalations, helping your team
respond decisively once a genuine risk has been confirmed.

Presence identified:

-2 Humans
-1Vehicle




Flir enables a proven two stage tracking security approach that
improves accuracy and reliability through layered detection and

confirmation, delivering early awareness and confident response.

Initial Detection (Stage 1)

Flir radars provide the first line of perimeter detection, creating
configurable alarm zones that deliver early indication of potential
threats. Correctly deployed, they offer long range coverage well
beyond the fence line.

After evaluating six different technologies for their perimeter
fence line, Norman Y. Mineta San Jose International Airport
decided to install a FLIR end-to end perimeter intrusion
detection system composed of 57 thermal bullet cameras
with on-board analytics, 50 visual light bullet cameras,

and 4 PT-Series premium multispectral PTZ cameras.



https://www.flir.com/en-gb/products/flir-elara-dx-series/
https://www.flir.com/en-gb/products/fh-series-id/

TRACK >>

Tracking in progress:

-Human 1 at perimeter
-Human 2 within perimeter
-Vehicle on service road

a—
yF 7 7 7 7 4




TRACK <<

PT-Series AI SR

DX-Series +
Radar Detection
with Nexus™
Logic

and identification, while the R-290 radar tracks
vehicles to 400m and people to 200m, guiding
PTZ cameras for rapid visual verification.

United VMS is a family of products including Latitude
software plus Horizon and Meridian network video
recorders—nbuilt on common core components.
Users can monitor any number of devices sharing
the same familiar user-interface, enhancing
operational efficiency and improving ROI.

Verification and Active Tracking (Stage 2)

When a threat is detected, Flir radars automatically cue Flir PT

Al cameras via Nexus™, directing them to the target’s exact
location. This integration enables immediate visual verification
and, with analytics enabled, accurate target classification such as
confirming human presence, while maintaining active tracking.



https://www.flir.com/en-gb/products/pt-series-ai-sr/
https://www.flir.com/en-gb/security/united-vms/
https://www.flir.com/products/nexus-bundle/
https://www.flir.com/products/nexus-bundle/
https://www.flir.com/products/nexus-bundle/
https://www.flir.com/products/nexus-bundle/

ACT >>

The result is security that operates with clarity, consistency and
confidence; no matter the conditions, no matter the context.

Threat - Human 1:
Unattended bag left near building




ACT <<

Latitude™

Horizon™

This compact, all-in-one NVR provides a convenient
plug-and-play video surveillance system—perfect
for small security installations with 8, 16, or 24
cameras using the Flir USS Edge Appliance.

“As a potential threat moves
through the scene, Nexus™-
enabled devices communicate
the geodata to other Nexus™
devices and provide seamless
hand-offs for continuous
tracking. This capability
ensures you have complete
situational awareness to
make informed decisions.”

—Ignacio Vilches Raojo,

Embedded Software Manager



https://www.flir.com/en-gb/products/horizon/
https://www.flir.com/en-gb/products/latitude/
https://www.flir.com/en-eu/products/meridian/

NEXUS™ >>
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$FLIR NEXUS

removing any blind spots, delays, and missed incidents.
Act with the Flir Security Advantage

Nexus™ enabled devices don't just see: they understand and INTRUSION GEOLOCATION PERSON VEHICLE DEVICE TO DEVICE ALARM ARTIFICIAL
S . : DETECTION & TRACKING ~ CLASSIFICATION CLASSIFICATION COMMUNICATION TRIGGERING  INTELLIGENCE

react. With visual, thermal, multispectral, and radar sensors all

speaking the same language, the ecosystem adapts to complex

threats, harsh environments, and evolving technology.

From bullet and pendant cameras to PTZs and ground radar,
Nexus™ ensures every component works in unison to deliver a
fully connected, high precision security solution tailored to

any site or scenario. FLIR ELARA" R-190/R-290 FLIR TRITON" FH-Series
« Analytics

« Digital Inputs

« Thermography

« Georeferenced Alarms

* Nexus Server
« Georeferenced Tracks

FLIR ELARA™ DX-Series

Geotracking Alarm Manager (VA, Radar, 10)
 Slew to Cue « Slew to Cue

« Engage Track e Go to Preset
* Track Scan « Digital Output






be completed. platform for mixed-sensor
security planning.



https://flirraven.com/signin?returnUrl=%2F




CASE STUDIES

bolster its fence line with state-of-the-
art video and detection systems. For
this, they looked to FLIR Systems.

The Deployment: Nuts and Bolts

After evaluating six different
technologies for their perimeter
fence line, SJC decided to install
a FLIR end-to-end perimeter
intrusion detection system.

This advanced ecosystem of devices
was designed to deliver superior threat
recognition and response. When objects
are detected approaching the fence line,
an analytic alarm hand off initiates PT-
Series cameras to auto-track the object,
while FLIR HD cameras provide a color
visual of the target to identify and verify
that there is a threat. Through the Latitude
VMS, security operators are able to
further disperse notifications and alarms
and decide how best to move forward.

current video monitoring and provide
additional perimeter intrusion detection.”

Ken Castle, vice president of business
development at Ojo Technology,

the systems integrator which

oversaw the project commented:

“With thermal cameras, the embedded
analytics can immediately distinguish
between an animal at 50 yards and a
human at 300 yards, following their
direction of movement. The viewing
trajectory can be narrowed to cover
just the fence or widened to include
territory in front of or behind the
fence. The bottom line is that thermal
analytics provide definitive visual
information and virtually eliminate
unnecessary or inconsequential alerts.”

Castle also commented on the
convenience of integrating a solution
that used components provided by FLIR,

for the airport,” Castle said.
“Bottom line is that the

safety of passengers, airline
employees and service workers
is greatly enhanced.”




poaching became more frequent in the
surrounding waters, the port required
a solution that could improve visibility,
detection and response capabilities
without disrupting operations.

The port can berth four vessels,

or two ultra-large container ships,

at the same time, making it one of
Turkey’s fastest and most efficient
terminals. Ensuring safe access for
vessels and protecting infrastructure
is therefore a top operational priority.
However, illegal activity along the
shoreline was creating new risks.

The Challenge: lllegal fishing
& Structural Damage

Mussels grow abundantly on the

piles supporting the port’s berths,
attracting poachers who dive beneath
the infrastructure to harvest them.

of its lifecycle, DP World Yarimca
began searching for a new solution
capable of detecting intrusions on land
and at sea, in all conditions. Through
Turkish distributor and integrator
IRMARINETECH, the security team was
introduced to Flir's thermal and visible
security monitoring technologies.
Following demonstrations and proof-
of-concept trials, DP World Yarimca
selected Flir as its security partner.

Enhancing Port Security with Flir's
Thermal and Visible Camera Systems

The introduction of thermal camera
systems significantly enhanced the
port’s ability to monitor activity during
darkness, poor weather and at long
distances. According to Ismail Karagam,
HSSE Manager at DP World Yarimca,
illegal operators had adapted their
methods by using black-painted boats
to avoid detection at night. Thermal

berths in complete darkness.

Thermal and visible camera systems
are also used to support perimeter
security and monitor activity across
container handling areas, improving
situational awareness for security
teams and operators alike.

The Future with Flir
As part of its wider commitment to

digital transformation, DP World
Yarimca continues to explore how

technology can strengthen its physical

infrastructure and operational
resilience. Working closely with Flir,
the port has already implemented
some additional applications, such
as thermal fire detection cameras
and boom cameras, that will further
enhance safety and security as
operations continue to expand.

>>

tactics was to paint their boat black, so they were
invisible at night for our current camera systems.
That’s when we knew we needed thermal camera
technology. With the thermal cameras from Flir,
we can now monitor any illegal activity at night,
in challenging weather conditions like rain or fog,
and from a long distance.”

Scan the OR code

toread the full case study




Key Features

solution to security at critical infrastructure and commercial
locations. With 5 MP and 4K visual-spectrum resolutions, IR
illumination, and Shutter Wide Dynamic Range, CM-Series
cameras can handle the most challenging motion and
lighting conditions. Thanks to the simplified web interface,
CM-Series cameras are easy to set up and begin streaming,
improving efficiency and reducing total cost of ownership.

« Contactless hot spot detection
« Industry-leading thermal imaging

« Intelligent alarms and easy integration

Key Features

camera for early fire detection in harsh and remote

sites. With <35 mK NETD and DNN motion analytics,

it identifies hot spots and abnormal temperature rises

in high-risk areas such as containers, waste piles,
warehouses, and landfills. When thresholds are exceeded,
it sends instant alarms to the VMS for rapid response.
Flexible lenses and cyber-hardened integration with

Flir and third-party VMS support asset protection.

« Discrete security monitoring
« Enhanced perimeter protection

« Simplified installation and integration



https://www.flir.com/en-gb/products/quasar-cb-6508-11-ia/
https://www.flir.com/en-gb/products/quasar-cb-6508-11-ia/
https://www.flir.com/en-gb/products/fcb-series-ai/
https://www.flir.com/en-gb/browse/security/visible-security-cameras/dome/ariel-cm-series/
https://www.flir.com/en-gb/products/fc-series-ai/
https://www.flir.com/products/nexus-bundle/
https://www.flir.com/products/nexus-bundle/
https://www.flir.com/products/nexus-bundle/

Key Features

that can grow with your security needs - from a single
location to multiple sites around the world. United VMS

is a family of products including Latitude software plus
Horizon and Meridian network video recorders - all built on
common core components. Users can monitor any number of

devices sharing the same familiar user-interface, enhancing

operational efficiency and improving ROI.
Learn more about UMVS.

« Rapid detection and visual verification Key Features
« Intelligent alarms

« Easy integration

industry-leading thermal imaging with 4K visible video
for early fire detection and rapid visual verification.
When hot spots or temperature changes are detected,
contactless temperature data is sent to the VMS for
immediate assessment and response. Intelligent vehicle
detection helps filter false alarms from hot exhausts,
while custom scheduling lets operators enable or
disable alarms based on hours or seasonality.

« Rapid detection and visual verification
« Intelligent alarms

« Easy integration



https://www.flir.com/browse/security/security-software/
https://www.flir.com/en-gb/products/fh-series-id/
https://www.flir.com/products/elara-r190-radar/
https://www.flir.com/products/pt-series-ai-sr/
https://www.flir.com/en-gb/products/fh-series-r/

Expand knowledge

Flir offers a world class training courses and certification on thermal imaging technology and
sensors, available through on-line and in person learning

Explore our library of on-demand security webinars, designed to help you stay ahead of evolving

threats and technologies. Featuring expert-led sessions, practical insights, and real-world

applications, these recordings cover everything from thermal imaging and perimeter protection

to video management and system integration—so you can learn at your own pace, anytime.

Recorded Security Webinars | Flir

Professional Services

Our team of experts have
got you covered, we
deliver technical support
and training both on-site
and remotely, helping
you ensure successful
system delivery and
confident long-term use.

3]

New System
Deployments

Fast, compliant system
commissioning with
testing and ongoing

support from our team.

Upgrade Planning
and Execution

Our team takes a pro-
active approach to system
upgrades by assessing
your current set-up,
helping you minimise
downtime and keep
systems up to date.

Dedicated
Support Resource

An assigned specialist
will offer support to your
unique environment.
Taking a holistic
approach, they will
ensure your system
operates at

peak performance.

E;:;

Project Management

Once the designis
complete, Certified
project management
ensuring clear
communication and
smooth delivery.

-1
'n
System Training

We provide practical
training for system
integrators, helping
you reduce risk and
maximise system value.


https://www.flir.com/discover/webinars/security-training/recorded-webinars/
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through an Authorized Distributor will be eligible for
any warranties. Flir will not honor any warranty for Flir
Professional Security products purchased from an Internet
distributor that is not an Authorized Distributor.

Be aware that unauthorized Internet distributors often offer
a warranty on a Flir product to unsuspecting customers
that is not valid. These products are not covered under

any manufacturer’s warranty. We urge you to use caution
when purchasing Flir Professional Security products
through unauthorized Internet distributors. Please check
the complete list of Flir Authorized Distributors here.

Warranties

Our extended warranty and service packages are
designed to give you total peace of mind—offering up
to four years of comprehensive component coverage,
and an industry-leading up to ten years on uncooled
sensors for long-term confidence and performance.

Maintenance & Repair

Ignoring routine maintenance could result in unexpected
breakdowns. The Flir service team provides quality warranty
and non-warranty repair. Our expert technicians who will help
you update any firmware and often, provide added features.

21


https://www.flir.com/en-gb/support/warranty/security/flir-security-product-warranties/#:~:text=Register%20your%20thermal%20security%20camera
https://customer.flir.com
https://customer.flir.com



mailto:support.security@flir.com
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